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Question OPERS Response
Approximately how many stakeholders/interviewees should we We would anticipate the interviews to cover key roles based on the
plan for across security leadership and IT/business functions? expertise in performing a typical NIST assessment. As an estimate we
How many stakeholders (security, IT, business) are expected to would expect 10-15 but will defer to the selected firm for their
participate in interviews and workshops? thoughts and guidance.

How many departments are in scope?

Approximately how many key personnel will need to be
interviewed?

Approximately how many stakeholder interviews does OPERS
anticipate, and across how many business/IT functions? Is there
a target sample size for the 8C.1 evidence reviews?

How many stakeholder interviews does OPERS anticipate? What
functional areas should vendors plan for (e.g., security
leadership, IT operations, application teams, risk/compliance,
vendor management, executive leadership)?

Should vendors assume a single executive readout and Per the RFP:

leadership workshop, or multiple executive sessions throughout
the engagement? “The firm will plan and facilitate an in-person or virtual meeting with

2. OPERS leadership to review key findings, discuss OPERS’ risk posture,
and begin to facilitate alighment on decision points and investment
options to increase program maturity.”




Anticipate a single executive readout and leadership workshop.
OPERS is flexible on work performed virtually or in-office.

Is the executive readout/leadership workshop expected in
person at the Columbus office, virtual, or vendor’s choice?

Can the engagement be delivered fully remotely, including
stakeholder interviews and executive workshops, or is any onsite
presence expected or preferred?

Does OPERS have a preference or expectation regarding
services being conducted remotely vs. onsite at OPERS
locations? Are there any specific phases or services that OPERS
would like conducted in-person?

OPERS is flexible and can accommodate either.

Understanding the procurement process may take some time,
does OPERS have a target start or completion date?

Are there preferred timelines within the 6-10 week window and
any constraints (e.g., blackout periods, ongoing audits)?

Has OPERS identified a target deadline for completion of this
assessment?

What is the target kickoff date, and is the 6-10 week period of
performance measured from contract execution or from kickoff?

Are there blackout periods, fiscal-year-end activities, or board-
cycle constraints during the engagement window that would
limit stakeholder availability for 8C.1 interviews?

What is OPERS' anticipated target start date post-award? Is
there a preferred completion date for the final report and
executive readout?

6-10 week project timeline with anticipated start date post-award. No
anticipated blackout periods at this time. Please provide your earliest
start date and we can discuss timing upon the award of the contract.

What is the approximate size and composition of the IT
environment (applications, users, data centers, cloud vs. on-
prem footprint)?

Where possible, please provide estimates, ranges, or
commentary for the following:

1. Total number of employees, contractors, and temporary
workers

2. Total number of physical office locations and facilities

Users: 650
Data Centers: two (on-prem)
Business critical or high-risk applications —approx. 20

Additional details will be discussed after awarding the RFP.




3. Total number of business critical or high-risk applications
(desktop & web applications)

Should the assessment cover the entire enterprise IT/security
environment or specific domains (e.g., IAM, cloud, SOC, third-
party risk)?

Does the assessment scope cover the full enterprise IT estate
(member-facing platforms, pension administration systems,
investment operations, and corporate IT), or a defined subset?

Please provide an overview of your in-scope technical

Entire enterprise of IT. Additional scoping can be discussed during
planning and kick-off of engagement.

6. infrastructure with a high-level idea of how many systems are in

place and the types/makes of technologies involved.

Are there any systems, business units, or environments explicitly

out of scope for this engagement?

Are third-party / vendor risk and supply-chain controls (CSF 2.0

GV.SC) in scope, or limited to OPERS-operated systems and

processes?

Does OPERS have a preferred maturity scoring or risk model, or Align with NIST CSF 2.0.
7 should vendors propose one aligned to NIST CSF 2.07?

Beyond gap identification, what level of roadmap detail is Please provide prioritized initiatives, cost estimates and level of effort.
8. expected (e.g., prioritized initiatives, cost estimates, 12-24

month roadmap)?

Could you please confirm whether offshore resources are None. No offshore resources are permitted for this engagement.
S allowed for this engagement?

How many physical locations are in scope? How many cloud- Two physical locations.
10. based locations are in scope? Microsoft Entra & Okta

What regulatory compliances, if any, are driving this This question does not inquire about the content of the RFP so an
11. requirement? answer will not be provided.

What is the business driver for this assessment

Please confirm whether the scope of this RFP is limited to Limited to OPERS’ core environment.
12. OPERS'’ core enterprise environment, or if it also includes any

affiliated entities, subsidiaries, or other organizational
subdivisions.




Should §C.2 deliver current-state ratings only, or should the

We are open to recommendations in a target-state.

13. vendor also formally define a target-state CSF profile as part of
8C.47
Will OPERS provide a single OPERS-side point of contact to Yes, Internal Audit will have a single point of contact to coordinate
coordinate interviews, evidence requests, and document interviews.
14 access, or is the vendor expected to coordinate directly with
each stakeholder?
Can OPERS share an indicative inventory of available OPERS can provide inventory of available documentation upon
documentation (policies, prior audits, risk assessments, tooling | contract award.
inventories) so vendors can scope 8C.1 evidence review effort
accurately? Documentation requests S'I’lOljlld b(? based on expertise in performing
- - - security assessments and in line with standard expected
Will OPERS provide a pre-populated documentation package at documentation.
kickoff, or will the selected firm be responsible for identifying
and requesting all documentation independently?
Can OPERS provide an overview of the documentation expected
to be available for review, such as:
1. o Information security policies, standards, and
procedures
o Security strategy, roadmap, or POA&M
o Enterprise risk assessments
o Previous audit reports
o Incidentresponse documentation
o Business continuity and disaster recovery plans
o Assetinventories
o Third-party risk management documentation
o Security metrics and reporting
o Continuous Monitoring results
Are there prior external assessment reports (earlier CSF, ISO No external assessments are available.
27001 gap, SOC, state audits) that will be made available as
foundational input under §C.1?2 OPERS internal NIST assessment will be available during the
16. engagement, however we would like to get an independent

Has OPERS completed its internal NIST CSF assessment
referenced in Section B.1.b? If so, will it be available to the
selected firm at kickoff, or during the engagement?

assessment from the selected firm as part of this engagement.




Does OPERS have an existing internal NIST CSF assessment or
equivalent self-assessment that the selected firm will validate?
If so, is it mapped to CSF 2.0 or an earlier version?

Should vendors assume the engagement is intended to validate
and enhance OPERS' existing assessment, or conduct a fully
independent assessment from the ground up?

Is there a page limit for the proposal (overall or by section)? Are
appendices, resumes (8D.6.1), and the Attachment 3 IT Security

There are no page limits or maximum file size for the vendors’
proposals.

17. Questionnaire counted against any page limit?
The RFP requires proposals submitted as a single PDF. Is there a
maximum file size or page limit for submissions?
In lieu of a current SOC 2 Type Il report, will OPERS accept Yes.
18. equivalent attestations (ISO 27001, FedRAMP, HITRUST) plus a
bridge letter?
Does the Al disclosure expectation apply only to generative Al / Generative Al/LLM tools only.
19. LLM tools used during the engagement, or also to traditional
analytics/ML and assessment-automation tooling?
Section C.1 references OPERS-provided internal materials Only to the selected firm after the award.
reflecting the current security posture. Will these materials be
20. made available to shortlisted vendors before proposal
submission, or only to the selected firm after award?
For the redacted copy required under Section F.3, should Redactions should be visibly blacked out with redaction markings. A
redacted content be visibly blacked out (with redaction markings basis for each redaction is not necessary. Please provide the redacted
21. | visible) or entirely removed from the document? Should the response as a separate file.
redacted copy include a cover sheet identifying the basis for
each redaction under ORC 149.437
Will all responsive vendors be considered for the As stated in the RFP, during the evaluation process, OPERS may ask
22. interview/presentation phase (Section E.2), or will OPERS any or all Vendors to interview, provide demonstrations, provide
narrow to a shortlist before inviting vendors to present? access for site visits, or make presentations to the selection team.
What is the anticipated contract term for this engagement? Are This question does not inquire about the content of the RFP so an
23. there renewal options or provisions for the optional follow-on IT | answer will not be provided.

risk assessment described in Section B.1.e?




Will OPERS use its standard contract template, or will vendors

This question does not inquire about the content of the RFP so an

24. have the opportunity to propose terms via a Master Services answer will not be provided.
Agreement?
Are there specific NIST CSF 2.0 Functions or Categories that No. We want all categories to be evaluated.
25. OPERS considers highest priority or most sensitive for this
assessment?
For estimating the level of effort as part of the deliverable, is Please provide your best estimate based on expertise performing
26. OPERS looking for a high-level estimate of effort or is it expected | security assessments under the NIST framework.
to include a more detailed evaluation of effort and costs?
Would it be possible to consider a 1-2 week extension to the No.
27. proposal submission deadline?
Is this contract intended for a single vendor or for multiple A single vendor.
28. vendors?
Are there any challenges, gaps, or pain points with the current No.
29. solution or contractor that the agency is looking to address
through this procurement?
Does OPERS have a preferred cybersecurity maturity model or Vendors may propose their own approach for consideration.
30. scoring methodology that should be applied as part of the
assessment, or may vendors propose their own approach?
Is OPERS expecting maturity ratings for every NIST CSF 2.0 Category.
31. Function, Category, and Subcategory, or is a higher-level
capability assessment acceptable?
Beyond alignment to NIST CSF 2.0, are there any additional No.
regulatory frameworks, state requirements, or industry
32. standards that should be considered during the assessment
(such as NIST SP 800-53, ISO 27001, CIS Critical Security
Controls, etc.)?
Is OPERS expecting implementation effort estimates or resource | Implementation effort estimates would be helpful. Resource planning
33. planning recommendations to accompany the roadmap? recommendations are not necessary.
The RFP references the potential for a future enterprise-wide IT Scope: Enterprise-wide IT specific.
a4 Risk Assessment under a separate agreement. Can OPERS Expected timing: to be discussed with selected firm, no earlier than

provide any additional information regarding:
e Anticipated scope

after the completion of the IT Security Assessment.




Expected timing
Whether pricing assumptions for this future work should
be included in the current proposal

Pricing assumptions do not need to be included; would be discussed
separately




